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Executive Summary

This report presents the findings of a research study implemented by the Public Service
Commission (PSC) to assess the implementation of Fraud Prevention Plans (FPP) in the
South African Public Service, Government departments are mandated by Treasury
Regulations of the Public Finance Management Act (1999) to develop and implement
Fraud Prevention Plans. These Plans moreover constitute key instruments in the
broader expectation that departments develop strategies to identify, manage, and
minimise risks in their day to day business that could impact adversely on their
operations.

The study represents the most in-depth assessment of Fraud Prevention Plan
implementation 1o date, since Treasury Regulations mandated that these Plans be put in
place in 2001. Lack of baseline information on FPP implementation meant that this study
had to negotiate a balance between in-depth enquiry and the participation of
depariments.

This study employed a survey approach, utilising a semi-structured questionnaire, to
enquire into the implementation of FPPs. A sample of sixty-nine (69) departments
participated in this study. This comprised 15 nationa! departments and 54 provincial
deparments from all nine provinces. A broad cross-section of departmental sectors was
represented.

The findings of this study are presenied in three broad areas. departmental fraud and
risk preparadness; departmental fraud prevention structures, and procedures, and
departmental fraud profite and awareness-building activities.

in relation to departmental fraud and risk preparedness, the findings showed that a high
percentage of national and provincial depariments that participated in this survey
reported having FPPs in place. The contents of these Plans, as well as departmental risk
management strategies, were also of a generally high standard, covering a range of key
lopics in fraud and risk management. The findings also showed that departments could
be doing more to improve the regularity and effectiveness of fraud prevention plan
reviews, which given that depariments appeared to be conducting risk assessments
more frequently, could ensure that their FPPs maximise on potential changes in a
department’s fraud risk profile.

The findings on departmental fraud prevention structures and procedures observed that
a majority of departments in the sample reported the establishment of specialist fraud
prevention and risk management structures, in addition to intemal control mechanisms
such as intermal audit and audit committees. The formal allocation of management
responsibilities for fraud prevention was also generally favourable amongst departments,

The findings also showed that management accountability and implementation practice
for fraud prevention could be improved by successfully de-concentrating and more
clearly delineating roles and task designations for fraud prevention amongst
deparimental staff, especially managers. This is of heightened importance given the
capacity problems being reported by departments in fully constituting specialist fraud

W
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Public Service Commission Executive Summary

prevention and risk management functions, as well as in their internal audit practice’.
Again, departmental procedures related to fraud prevention, such as reporting,
protection, and conflict of interest, demonstrated a need to consolidate current activities
into more robust conflict of interest and protection (i.e. whistle-blowing) regimes, or
policies, 50 as to maximise the impact on fraud prevention.

The findings on deparimental fraud profiles and the activities being carried out to
promote awareness and improve understanding of the issue of fraud and fraud
prevention, has shown that departments appear to be sustaining fraud in multiple activity
areas. This simultanaously reveals multiple areas of risk exposure, which heightens the
significance of findings elsewhere in this study on preparedness, structures and
procedures, exposing areas where fraud prevention and risk management could be
improved. Research elsewhere by the PSC is showing that cases of fraud and theft, as a
percentage of reported cases of financial misconduct, remain relatively high.

Finally, it was also found and acknowledged by departments themselves that they could
be doing a great deal more, in terms of variety, to promote and communicate
awareness, and improve understanding of the issue of fraud and fraud prevention. This
was particularly evident amongst employees helow senior and middle-management
positions given the fact findings in some studies conducted by the Public Service
Commission showed that these employees were less involved in fraud prevention
planning and risk assessment. However, the findings further showed that high
proportion of financial miscenduct cases are among the employees who fall within this

group.

In view of the findings contained in this study, it is recommended that the following
measures be taken to improve the effsctiveness of fraud prevention planning in the
public service:

+ Improve the review of Fraud Prevention Plans (i.e. their regularity, assessment
and measurement) to maximise the effect of more frequent risk assessment
exercises being carried out in departments:

o As part of this process, departments should put more effort into involving
employees below senior and middle management levels

» Expedite measures to operationalise and capaciate specialist fraud prevention
and risk management functions:

o Responsibility for fraud prevention and risk management should be more
clearly allocated and diffused more widely amongst line function
managers

' Continuing capacity challenges in internal audit recalls similar concems expressed by Chang and Van der Schyf in
their 1998 analysis of public service internal auditing, where the rescarchers acknowledged that the role of the
intemnal auditor was broadening from traditional inspection to mare active involvement in improving operational and
managenial performance. Sce Chang, 8.Y., Van der Schyt, D. 1998. Critical issues of internal audit development in
the South Aftican public scetor. Accomrancy and Finance Update Volume 3, No. 5:2-6. Page 2,

m
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« Departments should extend and strengthen internal control procedures, such as
conflict of interest regimes, around sustained high fraud risk areas and
catagories of employees, i.e. production level-procurement

« Departments should investigate the most effective means of building awareness
and educating employees about fraud and fraud prevention.

m
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Chapter 1: Introduction
1.1  Background to the Study

Fraud prevention as discussed in both Treasury Regulations to the Public Finance
Management Act (FFMA)” and chapter ten of the South African Constitution® is a critical
factor in the long-term challenge of promoting a high standard of profassional ethics in
the public service. Preventing fraud in the Public Service requires public service bodies
fo strive to promote ethical conduct in the course of their operations by instituting steps
to systematically reduce the prevalence and impact of fraud when it occurs.

Since the coming into effect of South Africa‘s Constitution in 1998, considerable energy
has been directed at concretizing the principle of professional ethics in public
administration, and particularly where this concems fraud prevention. It has generally
heen observed that fraud is rooted in the behaviour and related actions of public
servants which produce negative material (typically financial) consequences for public
service bodies. Fraud is therefore considered an activity that should be prevented, as a
means of ‘maintaining’ a high standard of professional ethics. The consequences of
fraud in the organizational environment of the public service also obliges government
departments to educate employees about the consequences of fraud, which speaks 0
the goal of ‘promoting’ a high standard of professional ethics.

This study on the implementation of Fraud Prevention Plans in the public service stems
from the mandate issued to the PSC by Chapter Ten of the South African Constitution
(section 196), which, inter alia, is required to promote the principles as set out in section
195, including investigating, monitoring and evaluating the organization, administration
and personnel practices of the public service. The PSC is the custodian of the nine
principles of public administration set out in section 195, and in tems of its mandate,
required to monitor and evaluate the status of each principle. It is in the context of this
mandated responsibility that the PSC sought to investigate the issue of fraud in the
public service, and specifically the responsibility that govemment departments shoulder
to prevent fraud.

1.2  Fraud prevention in the Public Service

Fraud prevention planning is a legislative requirement for public service bodies in South
Africa. It has developed in the context of public bodies needing to establish strategies to
identify and reduce risks (risk management) in their business environments that could
adversely impact on their operations, including the risks and material impact of fraud in
particular. The issue of fraud has been more broadly linked to a particular behavioural
pattern, as defined by a number of South African public bodies. For example, in its latest
report on financial misconduct in the public service, the Public Service Commission
defined fraud as “...the unlawful and intentional making of a misrepresentation which
causes actual and or potential prejudice to another,...*". The Department of Public
Service and Administration has defined fraud as involving “...actions or behaviours by a

? Republic of South Africa. National Treasury. Public Finance Management Act1 of 1999

* Republic of South Africa. Constitution. Act 108 of 1996

‘ Republic of South Africa. Public Service Commission. Overview of Financial Misconduct for the 200472005
Financial Year, 2006.

M
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public servant, other person or entity that fools others into providing a benefit that would
not normally accrue to the public servant, other persons or entity™. The DPSA cited an
example of a public servant registering a fictitious employee in order to collect the salary
of that individual. South Africa’s National Treasury also observed that fraud generally
entailed obtaining a benefit "through deceit or other dishonest means”, where “Fraud can
be defined as any practice that involves deceit or other dishonest means by which a
benefit is obtained from the government™,

1.3 Fraud Conceptualized

Fraud is a complex concept and has been defined differently by various people. Fraud
and corruption are at times used interchangeably. This means that the two terms seem
to have the same meaning according to some people. For eéxample, the government of
the United Kingdom has referred 1o “bribery and corruption” in its description of actions
linked to fraud’. in this regard, the Public Service Anti-Corruption Strategy of South
Africa has employed the following definition to refer to fraud "any conduct or behaviour in
relation to persons entrusted with responsibilities in public office which violates their
duties as public officials and which is aimed at obtaining undue gratification of any kind
for themselves or for others®” On the other hand, the Australian government has also
included corruption or abuse of office in its definition of fraud®. It is common fraud the
definitions provide that whatever form fraud takes, it is a crime or offence which is
conducted for personal gains.

Furthermore, although legislatively fraud has been treated as a financial
mismanagement matter, the consequences of fraud has in fact transcended this narrow
definition to include “non-monetary benefits” accruing to an individual engaging in
fraudulent actions, such as using significant time at work for private purposes and taking
un-recorded leave'™. Broadening the definition of fraud could therefore settle on an
emphasis on behaviour or conduct that intentionally misrepresents the actions of an
employee of a govemment department, where engaging in such action derives a
monetary or non-monetary benefit for the individual'’.

* Department of Public Servive and Administration. 2002, Public Serviee Aunti-corraption Strategy. January 2002,

~ Pretoria: DPSA. Page 7.

® National Treasury. XXX¥. Fraud and Risk Prevention: Volume 6. Pretoria: National Treasury. Page 3,

7 HM Treasury. 2003. Managing the Risk of Fraud: A Guide for Managers. London: HM Treasury. Page 1.

¥ Department of Public Service and Administration. 2002. Public Servies Anti=corruplion Strategy. January 2002.
Pretoria: DPSA. Page 11,

* Antomey-General's Department. 2002, Commonwealth Fraud Centro! (fuidelines. Canberra: Commenwealth of
Australia. Page 4.

" Gee National Treasury. XXXX: Fraud Risk and Prevention: Volume 6. Page 3. In addition to these non-manctary
forms ol fraud, monctary [orms included misapprapriation of [unds, substituting new goods with old. and using a
Department’s assets for private profit.

1 This corresponds with perspectives on [rud taken by public service bodies elsewherc in the world, For example, in
its fraud control guidelines, the Australian government defined Iraud 43 “dishonestly obtaining a benelil by deception
or other means”, which could entail deriving “tangible and intangible bencfits™. The United Kingdom’s Tecasury
alse conceded that whilst there was currently *no precise legal definition of fraud™, for the purpascs of reporting, acts
involving deception (which could implicitly derive finaneial and non-linuneial benefils) were considered as falling
within the spectrum of {raud.

w
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1.4 Purpose and Aims of the Study
1.4.1 Purpose of the study

The research study on the implementation of Fraud Prevention Plans had two purposes:
the first was to through gathering new empirical data, establish the current reality of
fraud prevention planning, and secondly, to critically analyse the instniments, structures
and procedures through which govermment departments implemented their fraud
prevention plans.

1.4.2 Aims of the study
The specific aims of the study were the following:

Whether public service departments had developed Fraud Prevention Plans (FPP)
Enquire into how FPPs were implemented in departments

Evaluate if FPPs were aligned to the management processes within departments
Establish what structures and procedures were in place to guide the management of
fraud in departments

» Assess the perceived impact of FPPs

Since the regulatory provision came into being requiring that government departments
prepare Fraud Prevention Plans, in 2001, no single study has attempted to carry out an
in-dapth analysis of the implementation of Plans as that conducted by this research. This
means that this study is a ground-breaking one in the area of fraud prevention,

1.4 Structure of report

This report is structured in the following manner:

Chapter 1 provides an introduction to the study and the context of fraud prevention
planning in the South African public service.

Chapter 2 gives an overview of the research methodology, design and data collection
methods employed by this study.

Chapter 3 provides a picture of the current state of fraud prevention planning in the
public service, including legisiative and policy frameworks, and previous research
conducted on the subject.

Chapter 4 outlines the findings related to departmental fraud and risk preparedness.

Chapter 5 presents the findings on fraud prevention structures and procedures in
departments

Chapter 6 presents findings on the types of fraud being experienced by depariments
and their activities to promote awareness and provide education on fraud prevention.

Chapter 7 gives a general conclusion to this study.

M
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Chapter 2: Methodology
2.1 Introduction

This chapter presents the research methodology employed in this study to assess fraud
prevention plans in the public service. The chapter specifically outlines the rationale that
informad the overall approach to this study, which includes the sampling of
departments, ihe nature and content of the instruments utilised for collecting data an
analysis of the data collected.

2.2  Setting and sample

The sample of the present investigation was drawn from both national and provincial
government, The Public Service has 138 departments, 106 at provincial level and 32 at
national level. The sample consisted of 66 departments where 30 departments were
from all the nine provinces and 16 departments from national departments. Purposive
sampling was applied in this study and this is the type of sampling which states that only
those depariments that would yield the information that would meet the purpose of the
study would be sampled.

Figure 1 below illustrates that the final tally of departments which represented a cross-
section of sector participation, according to six main categories that were identified for
the purpose of this study. The categories are Health and Weffare, Education, Local
Govemment and Housing, Public Works and Transport, Agriculture and Environmental
Affairs, and Finance and Economic Development. Those falling under “other category”
included departments of justice, crime prevention and security al national level and
offices of the Premier at provincial leve!,

m
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Figure 1: Distribution of Departments Sampled by Sector (N=69)

18
16 &
14 £
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Tables 1 and Table 2 below indicate national and provincial departments that
participated in the study.

Table 1: National departments that participated in study

Cormectional Affairs Public Service and Administration
Education Public Works

Justice and Constitutional Development South African Police Service

Health Social Development

Housing Trade and Industry

Minerals and Energy Transport

Treasury S e i
Provincial and Local Government e i G
Public Enterprises '

#
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Table 2: Distribution of departments that participated in study by province

Department

Province

| Agriculture

Fastern Cape

Economic Development and Environmenial Affairs

Eastern Cape

Public Works

Eastern Cape

Education Eastern Cape
Local Government and Housing Eastern Cape
Health Eastern Cape
T SRR e
__gnc‘.ultura Free State
Economic and Environmental Affairs Free State
Public Works Free State
Education Free State
Local Govemment and Housing Free State
Health Free State
Office of the Premier Free State
Provincial Treasu Free State
o S L
_grlculture Gauteng
Education Gauteng
Housing Gauteng
Health Gauteng
Public Transport, Roads nd Workg 'Gauteng

A A A B A M
ey,

0 Exa )
S

- | Provincial Treasu

Health KwaZulu-Natal

Public Works KwaZulu-Natal

Transport KwaZqu Natal _
GesnRU i L
_grlcultura lepnpo

Education Limpopo

Health and Social Development Limpopo

Economic Development and Environmental Affairs Limpopo

Local Govemment and Housing Limpepe

Public Works Limpopo

Office of the Premier Limpopo

leoo

Agriculture . Mpumalanga ‘
Economic Development and Environmental Affairs ‘| Mpumalanga
Education Mpumalanga
Health and Social Development Mpumalanga
Public Works Mpumalanga

anal Govemment and Housm

__gncuiture ]

Mp umalan a

North West

Health North West
Education North West
Local Government and Housing North West
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Public Works

S R %4 SRR

catlon

| North West

hem

Economic Development and Environmental Affairs

Northemn Cape

Health

Northern Cape

Local Government and Housing Northem Cape
Roads, Transport and Public Works Northem Cape
Office of the Premier Northemn Cape

Provincial Treasu

Northarn Cape

!

Education ‘Westem Cape
L.ocal Govemment and Housing Westarn Cape
Health Westemn Cape
| Agriculture Western Cape

Environmental Affairs

Westem Cape

Economic Development and Tourism

Westemn Cape

Figure 2: Breakdown of sample by budget size (N=66)

10 billion |

1-10 billien ]

750-1 billion

500-750 milfion

250-500 million

100-250 million

=100 million

Figure 4 below shows that nearly 18% of key informants that participated in the study
were the Chief Financial Officers of the respective departments. The other key
informants were senior managers such as chief directors and directors at 43,4%.
Managers and deputy directors that participated in the study as key informants were
29%. In a few cases, Heads of department (HoDs) were able to take part as key
informants. Respondents clustered under the “cther” category included a variety of
designations, such as “Chief Risk Officer”, “Chief Audit Executive”, and “Security
advisor’ in the respective departments.
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Figure 3: Overview of officials interviewed by designation (N=69)
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2.3  Methods and procedures used in data collection

Data for the present study was essentially collected using the interview schedule, and
review of documents on the fraud prevention and those documents provide by
departments as samples of the strategies they have in place on fraud prevention.

2.3.1 Instrument

The interview schedule was chosen as the main method of data collection in the present
study. The primary advantage of utilizing an interview schedule as a data collection
method is basically related 1o naturalness, spontaneity, flexibility and control over the
environment. Interview schedule provides access to firsthand information from people
who are close to the situation being studied, information which may not be tapped by
questions in the guestionnaire. Interviews can be used to establish perspectives on a
situation, identify and gather opinions and evidence on an issue, follow-up on
observations, explore spacific problems and probe for depth on widely held views, and
interviews can reveal aspects, pattens or processes which other methods may fail to
do'2. It was important to apply interviews schedule in a study because interviews allowed
the researcher to have control over the environment.

The interview schedule comprised of both closed and open ended questions. The closed
ended-questions focused on the following key areas: whether Fraud Prevention Plans
(FPPs) were in place, when they came into being, what they comprised of, how often
they were reviewed, and what structures were responsible for their implementation. The
incorporation of open-ended questions, designed to probe the processes departments

12 Kanda, 1996

m
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engaged in when implementing FPPs, the management, personnel and structural
arrangements used, and how FPP planning could be improved, would enable the
instrument 1o extend its observations concerning fraud prevention planning.

Open questions allowed departments to comment more freely about the instruments
they were putting in place to measure the impact of their FPPs, how reporting on FPPs
occurred, time-related questions on the review of FPP and related risk assessment
exarcises, and how the effectiveness of a range of activities departments were engaged
in to execute their FPPs could be improved. This included general effectiveness,
management arrangements, fraud prevention-related structures, and fraud prevention
awarenass activities,

The questionnaire was structured according to the following four sections:

» Overview of Deparimental Fraud and Risk Preparedness:
a. Questions on content of FPP
b. Questions in risk assessment
¢. Questions on risk management strategy
+ Overview of Deparimental Fraud Prevention Structures and Procedures.
« Departmental Fraud Profile.
+ Overview of Departmental Activities to Promote Awareness of Fraud.

2.3.2 Process followed during instrument development

During the process of designing the questionnaire, a variety of stakeholders were
consulted to obtain their inputs and comments. These stakeholders included
representatives from the National Treasury, Office of the Accountant-General, Auditor-
General, the provincial govemment of Gauteng's Shared Services Centre, and the
Southem African Institute of Government Auditors™

A training workshop was convened to familiarise pofential researchers who were
identified to administer the questionnaires, with the content of the instrument. Following
the workshop, a questionnaire Aid was developed and distibuted to the researchers,
The purpose of the Aid was to familiarise these individuals with the unique legislative
and regulatory terminology associated with fraud prevention planning in the public
service. The Aid provided explanations to specific questions that could be difficult to
explain to interviewees.

Finally, the research study was also subjected to a research ethics screening, which
assessed how it intended to deal with qusstions surrounding the participation of
respondents and ensuring the confidentiality of results. Participating officials were
consequently asked to read and sign an informed consent form prior to the questionnaire
being administered to them.

" SAICA carricd oul public scotor fraud survey in 20012002, which covered over 500 public sector bodies at national,
provincial and local levels of government, including public entities. The survey was broader in scope than this study.

#
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2.3.2 Document review

Documents review was applied as a supplementary data collection method in this study.
Researchers were also requested to obtain certain documentation from departments on
their fraud prevention planning activities. The documents included procedure documents
on fraud prevention in the respective departments, fraud prevention policy documents,
annual reports, and flyers on fraud prevention. The documents as secondary sources of
data collection were intended to supplement the information obtained from the primary
sources during the interviews.

The following key documents were requested from the departments that participated in
this study:

Fraud Prevention Plan

Risk Assessment Plan/Risk Management Strategy

Organisational structure of Department

Job descriptions (employees responsible for fraud prevention)

Conflict of interest policy

Reports to Department of Public Service and Administration pertaining to fraud
and corruption

Examples of fraud prevention and awareness newsletiers and ¢irculars
Examples of training programmes on fraud prevention

In a study of this nature, it was imperative to analyse some of the government
documents that created the fraud and prevention initiative. The relevant legislations
giving effect to FPPs was also analysed. This included the PFMA and subsequent
Regulations o the PFMA requiring the preparation and implementation of FPPs. The
Regulations to the PFMA, coupled with another document published by the National
Treasury, entitled: Guide for Accounting Officers; Public Finance Management Act,
October 2000, provided useful contextual details on the key departmental structures and
managemant arrangements pertaining to fraud prevention.

2.3.2 Reliabllity and Validity

In this study, to ensure content validity of the interview schedule, there was a pre-test on

the instrument. The instrument was consequently modified in fine with the findings and
comments from the pre-test.

2.3.3 Limitations of the research

This study did experience soma limitations during the course of conducting the research.
The first was its inability to access large numbers of Chief Financial Officers to
participate in the questionnaire, which was to some extent helped by a much better
participation rate of senior managers. The second limitation was not being able to
achieve the targeted number of departments in KwaZulu-Natal province, due to the
effects of a public service strike experienced in that province, Time constraints did not
allow the study to make-up for this shortfall in the province.

W
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2.4 Data analysis

Preparation for data analysis began with the collation and cleaning of all completed
questionnaires. Before questionnaire data could be captured electronically, each
questionnaire had to checked in order to verify which department it was administered
with and the date that it took place, based on the informed consent form, Each
questionnaire was also checked for supporting documentation accompanying it. The
content of each questionnaire was scanned, to check for correctness: i.e. the circling of
coded responses was clear and unambiguous, and for general legibility. This took place
before questionnaire data was captured electronically™.

Data obtained in the present study was analysed both qualitatively as well as
guantitatively. The qualitative analysis of the data included both thematic and content
analysis strategies, in line with the aims and objectives of the study. The analysis of data
was thematically structured, corresponding to the four major sections of the
questionnaire; overview of deparimental fraud and risk preparedness, overview of
departmental fraud prevention structures and procedures, departmental fraud profile,
and overview of departmental activities to promote awareness of fraud. The actual
analysis of the questions in each of these areas was guided largely by frequency
calculations, designed to give information on the extent of departmental compliance,
activities, processes, and experiences of fraud prevention planning.

2.5 Conclusion

This chapter has provided an overview of the research methodology employed in
assessing the implementation of Fraud Prevention Plans in the public service. Semi-
structured interview schedule was employed by this study. Purposively sampled
departments at both national and provincial departments participated in this study.

" Using PSS statistical software

#
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Chapter 3: Legislative and Regulatory Framework for Fraud
Prevention Planning

31 Introduction

This chapter outlines the legislative and regulatory framework which has introduced and
influenced fraud prevention planning in the Public Service. The chapier also presents the
dynamics of fraud prevention plans from different countries with similar conditions like
South Africa.

3.2  The legislative and regulatory framework for fraud prevention
3.21 Legisiative and regulatory framework: South Africa perspective

Planning for “fraud prevention” in the South African public service has its genesis in the
introduction of the Public Finance Management Act “(PFMA), in 1999. Since the
promulgation of PFMA further legislative, regulatory and policy prescripts have been
devsloped to give direction and guidance to departments on the implementation of Fraud
Prevention Plans.

It is important to note that although PFMA it did not mention “fraud” by name, it is meant
to prevent instances where public monies and related resources were appropriated for
uses other than those for which these were intended. The PFMA addresses the issue of
fraud in the following sections:

+ Section 38. (1)(c)ii), which concemns the “general responsibilities of
accounting officers” in the public service. This section specifically states
that these officials “must take effective and appropriate steps to prevent
unauthorised, imegular and fruitless and wasteful expenditure and losses
resulting from criminal conduct,”

» Section 38. (1)g), which concems accounting officers reporting
immediately, and in writing, the particulars of said expendilure (as
described above) to the National Treasury and to tender authorities where
the procurement of goods and services is involved

« Section 38. (1)(h)(ii), where accounting officers must take appropriate
and effective disciplinary steps against officials who make or permit such
expenditures.

« Another section of the PFMA that impacts on fraud is section 40.(3)(b),
which states that the annual report and audited financial statements of
departments, trading entities and constitutional entities must include the
particulars of any material losses through criminal conduct, and any
unauthorised, irregular, fruitiess and wasteful expenditure occurring
during the relevant year,

» Finally, Chapter Ten of the PFMA concerns disciplinary procedures
dealing with financial misconduct,

m
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The PFMA embeds the issue of fraud prevention in a broader discussion around the
roles and responsibilities of accounting officers {Heads of government depariment) in
maintaining sound financial management. Fraud prevention is implicitly located in the
Act's referance to the prevention of activities that undermined the legitimate and sound
use of public finances, i.e. unauthorised, irregular expenditure and material losses
resulting from conduct judged to be criminal.

A more explicit mentioning of fraud prevention arose a year after the PFMA came into
being, in an accompanying document published in October 2000 by South Africa’s
National Treasury'. This document stated that “The Act [PFMA] aims to modernize
financial management in the public sector, and in the process, to reduce fraud,
corruption and waste.” It then accentuated the organizational importance of creating
intemal controls, defined as the systems, procedures and processes designed to
minimize risks that a department might be exposed to as a result of fraud, negligence,
error, incapacity, etc. The most significant item in the Guide was its call for govemment
departments to develop “fraud prevention plans”, as a tool to manage the risk of fraud,
recommending that these plans were to be developed no later than 31 March 2001,

Treasury Regulations to the PFMA (Government Gazette number 22219) published in
April 2001 gave legal weight to the more explicit references to fraud prevention planning
contained in the Guide for Accounting Officers'®. These were expressed in the following
sactions:

» Section 3.2.1: under the section “internal controls and intemal audit’,
stipulated that Departments must carry out a “risk assessment” to
determine the material risks to which the entity may be exposed, and to
develop a “strategy” to manage these risks. The development of a “fraud
prevention plan” must compnse part of this strategy.

» Section 3.2.2: requiing that the fraud prevention plan be “fully
operational” by 30 June 2001,

The Treasury Regulations published in April of 2001 were amended a year later in May
of 2002 (Government Gazette number 23463), which formalised the procedures
governing the relationship between fraud and “risk” in section 3.2.1 by stating that a
fraud prevention plan be included as part of a “risk management strategy”, and further
that the said Strategy be communicated to all employees (section 27.2.1)"". The
Regulations went through a further revision in March 2005 (Govermment Gazette number
27388), which although no significant changes were made to the requirement that fraud
prevention plans be developed, did include references to “fraud” in relation to a host of
other activities carded out in public service bodies, including banking and cash
management, compliance with ethical standards, and the abuse of supply chain
management'®.

" National Treasury. 2000, Guide for Accounting Officers: Public Finance Management Act. Pretoria: National
Treasury.

'* (rovernment Gazetic, 2001 . Public Finance Management Act, 1999: Treasury Regulations, Number 22219

7 Government Gazette. 2002 Public Finance Management Act, 1999 Amendment of Treasury Regulations in Terms
of Section 76, Number 23463,

% Govemment Gazette. 20035 Public Finance Munagenient Act, 1999: Amendment of Treusury Regulations in Terms
of Section 76. Number 27338,
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The publication of a fraud risk and prevention document by the National Treasury (not
dated), rounded out the key legistative and regulatory sources behind the creation of
fraud prevention plans in the South African public service, by establishing general
implemantation guidelines on how government departments ought to go about managing
the risk of fraud'. These guidelines were outlined in a section entitied: “Fraud
Prevention Framework”, which included discussion on the following issues:

« Integrating strategic-operational plans
Raising vigilance

o Increased awareness

o Encouraging active involvement of management and staff in fraud

prevention

o Management responsibility
Fraud Risk Management

o ldentifying potential for fraud

o Assessing the risks

o Addressing the risks

o Monitoring progress
Dealing with Fraud Allegations
Deterring Fraud

The Public Service Anti-Corruption Strategy, introduced in 2002 by the Depariment of
Public Service and Administration, also outlined specific elements to be incorporated into
fraud prevention and anti-corruption planning, arguing that all public service departments
should establish a “minimum capacity” to undertake™:

=« Conduct risk assessments
implement fraud plans as required in the PFMA
Investigate allegations of corruption and detect risks at a preliminary level (i.e.
personnel verification)

+ Enable the process of conducting further investigations, detection and
prosecution, in terms of prevailing legislation and procedures

« Receive and manage allegations of corruption through whistle-blowing or other
mechanisms

« Promote professional ethics amongst employees

Other statutory instruments influencing public service fraud prevention planning include
the Prevention and Combating of Corrupt Activities Act’”. This piece of legislation
includes explicit reference 1o the offence of fraud being committed, including in the
amendment of related statutes, and otherwise corresponds with prevailing definitions of
fraud in describing the “General offence of corruption”, It does this by defining corruption
as the acceptance, agreement or offering to accept any gratification from any other
person, where a benefit is derived, and in a matter that amounts to the illegal, dishonest,
unauthorised, incomplete or biased exercise, camying out or performance of powars,
duties or functions...{chapter 2, part 1, section 3).

* National Treasury, XX33X. Fraud and Risk Prevention: Volume 6. Pretoria: National Treasury.

% epartment of Public Service and Administration. 2002. Public Service Anti-corruption Strategy. January 2002
Pretoria: DPSA. Pages 14-15. The DPSA rencwed its call for departments to establish a minimum nti-corruption
capacity in 2006 by publishing a guidelines document. See list of reforences,

 Act 12 of 2004
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The introduction of the Protected Disclosures Act” (2000), a year after the PFMA,
established protection for persons with information pertaining to “unlawful or irregular
conduct’, This piece of legislation, also known as the “whistle-blower” Act, laid down
procedures governing the disclosure of information on said conduct by employers and
employees in the public and private sectors, and the protection of individuals making
such disclosures. The issue of disclosure speaks directly to the detection and
subsequent management of conduct exposing governments departments to potential
risks emanating from unlawful or irregular conduct, which could include activities defined
as fraud.

A chronological summary of the key legislative and regulatory provisions goveming fraud
prevention planning in South Africa is given in table 3.

Table 3 Framewark for public service fraud prevention planning in South Africa

Public Finance Managemaent Act (1959) + Saction 38, Section 40, Chapter 10,

which together concem material

losses experienced by departments,

actions to prevent Ilosses, and

disciplinary procedures for dealing

with financial misconduct

Guide for Accounting Officers: PFMA (2000) * Recommendation that depariments

develop Fraud Prevention Plans no

tater than 31 March 2001

Protected Disclosures Act (2000) s+ Affording protection for persons with

information congeming unlawful or

irregular conduct, which could include

engaging in fraud

Treasury Regulations to the PFMA (2001) » Section 3.2.1: Departments must
carry out a rsk assessment and
develop a strategy to manage risks, A
Fraud Prevention Plan must comprise
part of this strategy

* Section 3.2.2: Fraud Prevention Plans
be fully oparational by 30 June 2001

Revisions to Treasury Regulations to PFMA » Risk management strategy, which

(2002 and 2005) comprises Fraud Prevention Plan,
must be communicated to all
employees

a  More refarences to “fraud” in relation
to activities carded out by public
service bodies

Public Service Anti-corruption Strategy (2002) + Departments establish a minimum
capacity to combat fraud and
corruption

Prevention and Combating of Corrupt « Qutlining offences in respect of

Activities Act (2004) corrupt activities (inc. fraud), relating

to public officers

2 Act 26 of 2000

”
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Fraud Risk and Prevention: Volume 6, o Wholly concermed with fraud
National Treasury (not dated) prevention planning, including a
varisty of topics relating to
awareness, management

responsibility, risk assessment,
monitoring  progress, investigations,
and deterring fraud.

3.2.2 Logislative and regulatory frameworks: International perspectives

The development of fraud prevention guidelines for South Africa’s public service
compares favourably with other countries, especially other Commonwealth countries.
The Australian experience displays indications that fraud prevention emerged out of a
similar legislative and policy process to that experienced in South Africa. For example,
section 45 of Australia’s Financial Management and Accountability Act g 997) requires
that the heads of government agencies implement a “fraud control plan"®_ It also states
that the Australian government’s “fraud control policy” had been revised to take account
of changes in the environment in which its agencies operated, including the introduction
of the FMA Act.

Features of an effective “Fraud Control Plan” published by Australia’s Attomey-General's
Depariment share a number of elements identified in South Africa’s planning processes,
including the undertaking of risk assessments, allocating responsibilities and
mechanisms for implementing fraud prevention strategies, information conceming an
agency mesting relevant fraud control training requirements, the collection and reporting
on fraud and fraud control information, and detailing how employees, contractors and
members of the public can report fraud®.

In the United Kingdom, the Treasury department has also published guidelines for
managing the risk of fraud in public service bodies (2003)°. These guidelines also
recommended the development of a “Fraud Policy Statement” and “Fraud Response
Plan®, in addition to govemment depariments undertaking systematic assessments of
fraud risks. Following the Australian govemment's description of the ideal features
which, in its case, a “Fraud Control Plan” ought to exhibit, the UK Treasury suggested
that fraud policy statements and a Fraud Response Plan should include a number of
provisions that correspond with fraud prevention planning in South Africa, including
allocating responsibilities for managing fraud, dealing with fraud if it occurs, training
relateztéi to fraud prevention and detection, and procedures for reporting and investigating
fraud™.

3.3 GConclusion

This chapter reviewed the legislative and regulatory framework goveming fraud
prevention planning in South Africa. Legislative developments for fraud prevention
accelerated after the introduction of the Public Finance Management Act in 1999, and
between its introduction and the present day, no less than eight legislative, regulatory

3 Attorney-General's Department. 2002, Commonwealth Fraud Contrel Guidelines. Canberra: Commonwealth of
Australia. Page 5

* [bid: 11

¥ 1M Treasury. 2003. Managing the Risk of Fraud: A Guide for Managers. London: HM Treasury

* Tbid: 6, 25-26.
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and policy instruments could be identified as impacting directly on fraud prevention
planning. In addition, comparing South Africa’s legislative and regulatory framework for
fraud prevention was also shown to coincide positively with measures adopted by other
countries, such as the creation of instruments strategically designed to combat fraud (i.e.
Prevention, Control or Response Plans), the allocation of management responsibilities
for fraud prevention, training and awareness activities, and reporting procedures.

#
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OVERVIEW OF PART TWO

Part two presents the main findings of this study on the implementation of Fraud
Pravention Plans in the public service. Part two comprises three chapters, which roughly
correspond with the structure of the questionnaire used to collect empirical data on fraud
prevention activities. Chapter four will concentrate on the instruments that departments
have developed to carry out fraud prevention and risk management, Chapter five will
focus on the structures and procedures put in place by departments 1o support these
instruments. Chapter six will focus on the extent of fraud experienced by departments,
and their activities in promoting awareness of fraud and fraud prevention,

M
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Chapter 4: Fraud and Risk Preparedness
4.1 Introduction

Chapter four presents findings on departmental fraud risk and preparednass. This
section of the questionnaire comprised a variety of questions designed to enquire into
the existence, content, review and assessment of departmental fraud prevention and risk
management instruments. This included questions pertaining to the existence of Fraud
Prevention Plans, how often these were reviswed, the content of these Plans, how their
affectiveness was assessed, and how effective they were judged to be. It also covered
related questions on the content and effectiveness of departmental risk management
strategies, and the frequency of risk assessment activities.

These questions were asked at the beginning of the questionnaire because they would
be able to establish whether the building blocks of FPP implementation were in place
before further enquiry into the state of human resource and functional arrangements for
fraud prevention could be examined.

4.2 Basic overview of fraud prevention plans and risk assessment

A key fact that this study needed to establish was whether departments had established
Fraud Pravention Plans. This was fundamental to the rationale of the study, which was
to evaluate the implementation of these plans. Figure 4.1 indicates that 87% of
departments reported having an FPP in place. There was no significant difference when
the data was compared between national and provincial departments, where 93% of
national departments sampled reported having an FPP, compared with 85% of provincial
departments®.

Figure 4.1; Existence of fraud prevention plans (N=69)
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¥ FPPs were also widely represented amongst and within departmental sectors participating in the study.
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To check the reliability of departmental claims that they did in fact have FPPs in place,
interviewers were requested to obtain a hard copy of these plans from departments.
Compared with the 60 departments in total that reported the existence of FPPs, the
study ended up with an equivalent number of hard copy fraud prevention plans, 70% of
which were dated.

To obtain some comparative perspective on these findings, they were contrasted with
the results of a 2001 PFMA survey published by the PSC, which asked all provincial
departments whether they had developed a Fraud Prevention Plan®. The PFMA survey
contained 49 provincial departments that also participated in this study, which consisted
of only a slightly larger number of provincial depariments (54). Results for the 2001
survey observed that of these 49 departments, 49% reported having FPPs. If compared
with the 85% of this study's provincial sample stating that they had an FPP in place, it
can be concluded that significant progress at the provincial level has been made in the
pasi six years.

Figure 4.2*; When did a department's FPP first come into effect? (N=69)
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*Total excludes 4.3% of departments that said their FPPs first came into effect prior to
2001

Departments were then asked to indicate when their FPPs first came into effect, or
became operational. The findings showed that 33% of depariments indicated that their
FPPs first came into effect in 2005 and 2006. The period immediately following the
Treasury requirement that FPPs be implemented (2002-2004) saw a lesser though
susiained increase in the number of departments operationalising Fraud Prevention
Plans. Over 20% of departments could not recall for certain when their Plans first came
into being.

Bgee Public Service Commission. 2002, Report on Risk Management: A Provineia! Perspective. Pretoria: Public
Service Commission.
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Those departments that did have functioning FPPs were then asked to indicate how
often they reviewed these Plans. Although Treasury Regulations to the PFMA do not
specify the precise intervais at which FPPs ought to be reviewed, the inclusion of this
quaestion could establish some basis for future comparison. The results displayed in
figure 4.3 showed a mixed picture, were 39% of departments indicated that they had not
yet reviewed their plans. This included departments that reported having no FFP in
place, departments whose plan had only recently come into existence (i.e. 2007), and
other cases where plans had simply not yet been reviewed. A further 30% of
departments did however indicate that they reviewed their FPPs annually, with a further
4% mentioning that their plans were presently under review,

Figure 4.3: How often does department review FPP? (N=69)
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A more encouraging picture was found when Deparlments were asked how often they
conducted “risk assessments”. Firstly there is no uniform interval at which risk
assessments are expected 1o be carried out, where Treasury Regulations to the PFMA
indicate only that these should be conducted on a “regular” basis, and where National
Treasury has elsewhere recommended that risk assessments be undartakan preferably
every two or three years, or when significant change has occurred®. Risk assessments
are considered crucial to informing the development of FPPs, by helping to identify
existing and emerging risks in the operational environment of a department, which might
materially impact on it. The relationship between risk assessments and FPPs specifically
revolves around areas of risk being potentially susceptible to fraudulent aclivity.

Figure 4.4 below shows that over 62% of departments indicated that they conducted risk
assessments on an annual basis. A further 11% reported that they conducted these
more frequently, including bi-annually, and even quarterly. This compares favourably
with suggested intervals for risk assessment.

* National Treasury. X204, Fraud Risk and Prevention; Volume 6. Pretoria: National Treasury. Puge 7.
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Figure 4.4: How often does department conduct risk assessment? (N=E€9)
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Data on the frequency of risk assessments was then compared with an analysis of
supporting documents received from departments, which showed that 55 departments
out of the 60 departments (92%) that provided hard copies of their FPPs also provided
some evidence of a risk assessment or management plan. Having noted this, it was of
some concern that the review of FPPs has not seemingly kept pace with the frequency
of risk assessments being conducted by departments.

4.3 Development and content of fraud prevention plans and risk exercises

The next group of questions were intended to expand on the existence and frequency of
departmental fraud and risk assessment exercises, by enquiring into the involvement of
departmental employees in these activities, Employee involvement speaks to the
benefits for building awareness and educating staff about the issue of fraud, and
measures to prevent it*". Figure 4.5 shows the results of a question that asked
departments to indicate which categories of employees were invelved in the
development of their FPPs, Depariments could select more than one category of
employee.

* Thid: 6
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Figure 4.5: Involvement of employees in development of FPP (N=61)

100 -
90

Percent
3

0 N 5 1ok i
¥ f 1

Senior Supervisorss  Professionalss  Producton Support
Management middle specialists workers personnel
management

A relatively higher number of departments selected senior and middle managers,
compared with other categories of employees.

Figure 4.6 displayed a similar picture with no discernible differance in the high level of
involvement of senior and middle managers in the risk assessment process. Again,
departments could select more than one category of employee.

Figure 4.6: Involvement of employees in risk assessment process (N=67)
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With regards to figures 4.5 and 4.6, the extent of the disparity in the level of involvement
of managers versus other employees in fraud prevention planning and risk assessment
raisas concem about how actively staff, other than management are being involved in
these key fraud prevention activities.

#
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The next series of questions inquired into the actual content of FPPs. Departments were
first asked about the broad structure of their Plans, which included issues such as the
“prevention”, “detaction”, and “investigation”, of fraud, which have all been covered in the
legislative, regulatory and policy framework goveming fraud prevention. Just over 60%
of departments reported that their FPPs contained provisions goveming the prevention,
detection and investigation of fraud. The response rate to this question was curious
considering that over 87% of departments could confirm they had an FFP in place, and
where in most cases the development of these Plans were carried oul within the last
three years. It can only be surmised that a lack of acquaintance with the broad content of
their Plans was evident, where this siudy was also able to establish through an analysis
of the actual FPPs received by departments that in fact 82% of these did outline
procedures for investigating fraud.

The initial impression about a lack of acquaintance with the broad content of their FPPs
subsided somewhat when departments were asked to give a more detailed profile of the
contents of their FPPs,

Table 4.7: A more detailed assessment of departmental FPPs (N=62)

N %
Allocate mgt. responsibilities 56 00.3
Scope of applicability 56 90.3
Zero tolerance 57 91.9
| Investigate reported incidents 58 83.5
Publish sanctions ‘ 26 ‘ 41,9
Protect whistieblowers 55, B8.7

Table 4.7 shows the results of this question, which shows over 90% of departments
were reporting that their FPPs contained provisions conceming the allocation of
management responsibilities for fraud, procedures to investigate reported-incidents
(largely comoborated by an analysis of the actual Plans), the adoption of a “zero
tolerance” attitude towards fraud, and defining the scope of the Plan’s application, The
allocation of management responsibilities in FPPs was assessed against an analysis of
the actual FPPs received by depariments. In this regard, the analysis revealed that 97%
of these (58/60) displayed management arangements for dealing with fraud, largely
corroborating what respondents indicated.

One aspect of a Fraud Prevention Plan’s content that appeared particularly prominent
was the protection of whistleblowers, or those reporting on suspected fraudulent activity.
When elsewhera in the survey depariments were asked to spacifically describe how
prolection was provided to employees who reported on fraud (table 4.8), where in some
cases departments made reference to more than one form of protection, the results
showed that 20% were citing a whistle-blowing policy.

#
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Table 4.8: How is protection provided to employees who report on fraud? (N=65
N %
Anonymeous reporting 25 384
General reference to Protected Disclosures Act 16 246
Referance to departmental whistle-blowing policy 13 20.0
Confidentiality (reference to how disclosures are treated) 11 16.9
Other 13 20.0

More prevalent weare the 38% of depariments that allowed for anonymous reporting, and
the nearly quarter of non-specific references to the Protected Disclosures Act (PDA).
Responsas to this question raise some concems about the make-up and extent of
protected disclosure/whistle-blowing mechanisms in departments, given the small
percentage of departments citing a whistle-blowing policy as compared with individual
activities for reporting fraud, and more general references to the PDA, for which there
appear to be no practical guidelines or regulations concerning its implementation®’.

Moving away from the content of FPPs, the study then sought to broaden its inquiry by
asking deparments about the contents of their “risk management strategies” (figure 4.9).
These strategies are specifically mentioned in Treasury Regulations to the PFMA as the
vehicle under which FPPs are supposed to be developed and implemented.

Figure 4.9: Assessing the contents of departmental Risk Management Strategies
(N=60)
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M The 2002 Public Service Anti-Coruption Strategy indicated that although the PDA commenced on 16 February
2001, no guidelines for its praclical implementation were in existence. There were also no implementation guidclines
apparent when this study searched legistation, regulations, policy and nther documents produced by the Department of
Justice and Constitutional Development, which oversees the PDA, There was however reference (o s document
entitled: Protected Disclosures Act: Draft Practical Guidelines for Employses. dated 2001, which however was nol
available when trying 1o aceess il,
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Although not eliciting the largest share of departmental responses, it was found that 10%
of departments checked ‘not applicable”, indicating that they either had no nsk
management strategy in place or were in the process of developing this. This was
marginally better than the percentage of departments (13%) reporting no FPP in place®.

On a more positive note, a greater proportion of departments were reporting that their
risk management strategies made provision for the assessment of internal controls, or
procedures for minimising the adverse impact on a department's operations of risks. A
high of 81% of depariments also indicated that their strategies identified the severity of
their exposure 1o risks. A large number of departments also pointed out that their risk
management strategies covered the allocation of responsibilities to address risk. These
findings generally reflected those at the FPP level, where a high proportion of
departments were also reporting that their Flans wers allocating management
responsibilities, to which it could be added the high percentage of actual Plans
displaying evidence of a risk assessment process or management plan.

Only 58% of departments acknowledged that their risk management strategies specified
mechanisms to monitor and track risk, which does not correspond with data presented
eardlier on the frequency with which depanments appear to be engaging in risk
assessment exercises. This may exhibit a similar explanation to that proffered earlier
about FPPs, where the oulcomes of risk assessment exercises may need to be more
effectively incorporated into risk management strategies. Finally, the number of
departments indicating that their risk management strategies specified the skills required
to manage fraud risk was also markedly low (50%). This particular finding will become
relevant later in this section.

4.4 Assassment, measurement and effectiveness of fraud and risk activities

Following descriptions of the existence, development and content of fraud prevention
and risk management instruments, the questionnaire attempted to obtain some objective
basis for establishing the effecliveness of these instruments. [t therefore asked
departments to identify what formal indicators they used to assess the effectiveness of
their FPPs, where more than one option could be selected. A second and related
question asked departments what instrument(s) they had put in place to assess the
impact of their FPPs. The results are given in tables 4.10 and 4.11 respactively.

The findings showed that a relatively lower percentage 80% (55/69) of the total
depanments offered a response to the question on assessment indicators. In addition, of
those departments that did respond, 18.2% (N=10) answered that it was "not applicable”
lo their situations. On a more general note, departmental responses to the items
displayed in this section did not go above 51%, which, as with earlier data on how
frequently FPPs were reviewed, does raise a general concern about the extent and
quality of efforts to assess the impact that FPPs are having.

R (f the six departments answering “not applicable™ to the question on risk manugement straegy, four of these also
reported no Fraud Prevention Plan.

M
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Table 4.10: Formal indicators to assess the effectiveness of fraud prevention
plans {N=55)

N %
Not applicable 10 18.2
Year-to-year comparison of fraud statistics 24 436
Reduced incidents 28 50.9
Improved usage of anti-corruption hotline 18 327
Improved public image 19 345
Improved good faith reporting 25 45.5
Extemal validations for improving intemal controls 22 40.0

More encouraging results showed that a majority of departments that did respond to this
question (51%) stated that they assessed the effectiveness of their FPPs through
reduced incidents. This was followed closely by improved goad-faith reporting (45.5%),
year-to-year comparison of fraud statistics, and extemal validations to improve internal
controls (40%).

Augmenting the question on formal indicator usage, depariments were also asked fo
identify what instrument(s) they were putting in place to measure the impact of their
Plans (table 4.11). In posing this question, pre-selected categories were not given,
requiring departments to speak freely about the nature of these instruments. Table 4,11
shows that responses were given by only 56 departments, accounting for 81% of the
sample, similar to the number reporting on formal indicator usage. Departments in a
number of cases also cited more than one instrument.

Table 4.11: Instruments put in place by departments to measure impact of FPP
(N=56)

N Y%
Reporting structures, forums, and practices 22 39.2
Collection and analysis of data on fraud (inc. risk | 19 339
assassments)
None 18 321

The results displayed some concern that of those departments that did offer a response,
bearing in mind the response rate, nearly a third of depariments (32.1%) stated that they
had put in place no instruments to measure the impact of their FPPs. Nearly 40% of
departments did however convey that the impact of their fraud prevention planning was
evaluated through reporting practices, structures and forums. Neardy 34% of
departments also collected and analysed data on fraud.

Concluding the first section of the questionnaire on fraud and risk preparedness,
departments were asked more directly to describe the effectiveness of their FPPs and
risk management strategies, and to indicate how the effectiveness of these instruments
could be improved. Given the fact that 63.7% of the officials interviewed as part of this
survey ware confirmed senior-level public servants (Senior Manager, Director upwards),
a greater measure of weight was attached to their perceptions of effectiveness.

M
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Departments were firstly asked to describe the effectiveness of their FPPs and risk
management strategies. The results for this question are given in figure 412,

Figure 4.12: Effectiveness of fraud prevention plans and risk management
strategies (N=69)
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The findings firstly showed a convergence of opinion pertaining to the effectiveness of
FPPs and risk management strategies (figure 4.12). Secondly, departmenis were largely
of the opinion that these instrumenis were “sffective’, followed by a quarter of
depariments saying that they were “not effective”. Non-responses were between 10 and
15% of the sample.

More interestingly though, when departments were asked to comment on how the
effectiveness of their FPPs could be improved (table 4.13), the findings showed that
65% cited a need to establish sufficient capacity to implement FPPs as well as a need {0
strengthen their Plans and planning activities for implementation.

Table 4.13: How effectiveness of FPP could be improved (N=63)

N %
Establish sufficient capacity to implement, and
strengthening Plan and planning processes 41 65
Awareness of fraud prevention and Plan 22 34.9

This illustrates that despite a dramatic improvement in the number of depariments
having developed FPPs, the full potential and effectiveness of these Plans has been
held back. This might also explain earlier data exhibiting substantial room for
departments to improve the review of their FPPs as well as the accompanying
assessment and impact measurement tools accompanying these reviews, Also worth
noting was that 34.9% of departments stated that awareness of fraud prevention and
related departmental planning could be improved. It may be useful to consider this gap
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in fraud prevention awareness against an earlier observation which showed a low level

of involvement of employees below management level, in the development of these
plans {figure 4.5).

Keeping these responses in mind, when departments were asked to comment on how
their risk management strategies could be improved (table 4.14), 36.5% cited a need to
establish sufficient capacity to implement risk management.

Table 4.14: How effectiveness of risk management strategy could be improved
(N=63)

N %
Establish sufficient capacity to implement risk
management 23 38.5
Diffusion of responsibility for risk management 17 26.9
Awareness 12 19

A smaller percentage of departments (nearly 27%) expressed a need to diffuse
responsibility for risk management more widely across their employees, which in
particular emphasised a stronger role for departmental managers. A need to improve
awareness of risk management was also cited by 19% of departments. It is noteworthy
that departments were expressing similar themss of implementation capacity and
awareness building in relation to how their FPPs and risk management strategies could
be improved, which is unsurprising given that these two instruments are meant to be
closely linked. Having said this, what is disconcerting is that, as FPPs are meant 10
function within the broader context of risk management, capacity challenges at the risk
manageament level will more than likely translate into corresponding challenges at the
level of fraud prevention. Finally, it is interesting to consider the issue of implementation
capacity for risk, and more specifically fraud risk management, against data presented
garlier in figure 4.9, which showed that only 50% of departments were indicating that
their risk management strategies specified skills to manage fraud risk.

4.5 Conclusion

This chapter presented findings on the fraud and risk preparedness of public service
departments, This study found that given the baseline nature of its research, coming
only six years after Treasury Regulations required depariments to prepare FPPs, it was
encouraging to see that a very high percentage of national and provincial departiments
participating in this survey were reporting FPPs in place. The contents of these Plans, as
well as departmental risk management strategies, were also of a generally good
standard, covering a range of key topics in fraud and risk management.

Amongst this favourable background of FPP and nsk assessment instruments in
existence, a number of areas of concem were avident, which threaten to undermine the
contribution and impact of FPPs towards strengthening departmental internal controls
and contributing towards a sustained reduction in the incidents of fraud.

Firstly it was apparent that departments could be doing more to more regularly and
effectively review and measure the impact of their FPPs, which given that departments
appeared to be conducting risk assessments more frequently, could ensure that their
FPPs maximise on potential changes in a department’s fraud risk profile. Alzo of concem
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was the observation that departments were generally consistent in reporting that

capacity challenges had hampered the effectiveness of FPP and risk management
activities.
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Chapter 5: Fraud prevention structures and procedures

5.1 Introduction

This chapter presents findings on departmental structures and procedures for carrying
out fraud prevention planning. Having established the state of departmental fraud and
risk preparedness in chapter four, this chapter enquired into the identity and
effectiveness of organisational structures that departmants had put in place to implement
fraud prevention and risk management activities. It also posed questions about the
structure of management relationships for fraud prevention in departments, and
procedures goveming these relationships.

5.2 Allocation of roles and responsibilities for fraud prevention

The roles and responsibilities for fraud prevention allocated to deparimental officials
speaks directly to key aims of this research, which included reviewing how FFPPs were
aligned to the management processes within departments, and in practical terms how
departments were organising their human resources in order to implement FPPs. To this
end, departments were asked to indicate what specific responsibilities for fraud
prevention were being performed by a selection of management officials and structures.
The responsibilities were characterised according to the following activities: oversight,
planning, implementation, monitoring and evaluation, and reporting.

The results in Table 5.1 below show that departments see the Accounting Officer, or
nead of department's responsibility as almost exclusively (90%) one of oversight. The
responsibilities of the Chief Financial Officer (CFO) are more equally distributed across
the various activities, with implementation of fraud prevention measures being the most
important responsibility (73%), followed by reporting on fraud prevention matters (71%).

Table 5.1: Allocation of fraud prevention responsibilities by position of employee
or structure

Accounting Audit

Officer CFO | Internal Audit | Committee | Senior Mgt
Oversight 90.5) 60.3 N 426 75.4 3641
Planning 33.3| 69.8 36.1 6.6 70.5
implementation 17.5| 73.0 34.4 3.3 86.9
M&E 33.3| 683 83.5 65.6 70.5
Reporting 3971 714 78.7 54 1 65.6
N= 63 63 61 61 61

The role of the internal audit structure (1A) is mainly viewed in terms of monitoring and
evaluation (88%) and reporting (78%). The role of the Audit Committee (AC) is mainly
that of oversight (75%) followed by monitoring and evaluation (65%). These are
generally consistent with how these functions are defined in Treasury Regulations.
Finally, it was also evident from the responses that like the CFOQ, the responsibilities of
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departmental senior managers were also highly represented across a spread of
activities, such as planning, implementation in particular, and monitoring and evaluation.
Despite the formal allocation of responsibility attributed to departmental senior
managers, as key officials in the front line assessment of risk and fraud detection, in
practice departments had earlier cited a need to improve the diffusion of responsibility
for managing risk (chapter four, table 4.14).

Interestingly, when in relation to the allocation of responsibilities for fraud prevention
departments were asked how this could be improved the most prevalent response was
the need to strengthen the accountability of officials and structures in managing fraud
(50%). This included responses such as operational managers being more involved and
being held more accountable for fraud prevention, and a lack of buy-in and greater
commitment needed from managers. This was accompanied by a need to more clearly
specify lask responsibilities for fraud prevention amongst, as well as the more effective
functioning of speciafist fraud prevention structures, such as regularity of meetings. All of
these responses have a direct bearing on how accountability is ultimately assessed.

Table 5.2: How sharing of responsibilities for fraud prevention can be improved
(N=62)

N %
Strengthen accountability practices 21 5O
Increased awareness 17 | 27.4

Around 27% of departments added that awareness about fraud prevention and related
planning could be improved. These two areas revealed serious concems about the
effectiveness of formally assigned responsibilities for fraud prevention, as illustrated in
table 5.1. Analysis of data from chapter four would also tend to correspond with these
findings, where despite the high reported rate of panicipation of senior and middle
managers in the development of FPPs and risk exercises, and a reported high rate of
familiarity with the content of these instruments, departments were faring less well when
it came to the review, assessment, impact measursment, and awareness levels
pertaining to their fraud prevention practices.

A final question pertaining to management of fraud asked depariments if responsibilities
related to fraud prevention had been formally included in the work plans and/or
performance agreements of staff. The results showed that only 50 departments or 72%
of the sample responded to this question. Of those departments thai did respond, 82%
indicated that this was the case with their Accounting Officers (heads of department),
which is consistent with the level of responsibility attached to these officials in the Public
Finance Management Act Interestingly, 80% of depariments also said that
rasponsibilities for fraud were included in the mandates of senior managers, which
generally corresponds with the high degree of management responsibilities aitached to
this level, as seen in table 5.1. This finding should however be read against an apparent
need to strengthen accountability practices in departments, which involved managers, in
table 5.2.

M
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5.3 The existence of fraud prevention structures

Following an assessment of departmental management amrangements for fraud
prevention, the study next enquired into what structures departments had put in place to
implement fraud prevention. The results are given in figure 5.3.

Figure 5.3: Fraud prevention structures in place (N=69)
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Amongst departments that did report having struciures in place, two of the most
common were internal audit and Audit Committees, which were each cited by over 75%
of departments. These functions are moreover explicitly mentioned in Treasury
Regulations in the context of fraud prevention and risk management. It was also
encouraging io see that a large majority of departments were reporting more spacialised
fraud and risk-related structures, beyond intemal audit and Audit Commitiees, where the
mandate of these two functions extends beyond fraud and risk™, In this regard, 72.5% of
departments reported having a risk management function in place, with a lesser
grouping of departments (60%) operating a risk management committee. Structures
mandated specifically to conduct investigations was visible in 83% of depariments. Other
fraud and risk-related structures identified by departments by name, included those
responsible for “Minimum Information Security Standards™, a “Senior Management
Activity Council”, and a “Planning and Chief Financial Officer Technical Committee”.

* Aceording to Treusury Regulations to the PFMA, the scope of Internal Audit includes awessing the operational
procedures and monitoring mechanisms goveming iransters made and reseived. The scope of Audit Committees entails
reporting broadly on the cffectiveness of intemal controls, the quality of financial management reporting, and the
evaluation ol hinancial statements.

¥ Noted that MISS personnel arc tasked with the protection of classified departmenty] information, and preventing and
investigating security threats to a depurtment, which encompasses the reduction of corruption and in a related scnse

“frgud®  in government.  See  Parliementary  Monitoring  Group  (2002), Available  from:
hitp//www.pmg org, za/brefings/briefings.php?id—67 (Acecssed 26 July 2007)
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A final observation made in relation to the profile of fraud and risk-related structures was
that despite departmenis reporling a variety of these structures in place, excluding
inlemal audit structures and audit committees which will be explained in subsequent
sections of this chapter, a sizeable minority of departments did not report having these
structures in place. This was most visible in terms of specific risk management functions,
committees, and ethics and anti-corruption functions. This is of some concem where it is
recognised that the role of internal audit and Audit Committees is not primarily that of
fraud prevention, which necessitates the creation of more specialised structures. This
finding however otherwise generally aligns with data presented in chapter four, where
36% of departments were commenting that they needed to establish sufficient capacity
to implement risk management. It is evident that prioritising the full establishment of nsk
management structures, including directing greater attention to identifying the necessary
skills required, would correspondingly improve fraud prevention planning.

The following sections will focus on data obtained on intemal audit and audit
commitiees, which were the most common fraud and risk-related structures obsarved in
departments.

5.4 The Internal Audit function

Almost ali departments (94%) indicaled that they performed an internal audit function,
The difference between this figure and that presented in figure 5.3, which showed 75%
of depariments reporting an intemal audit function, is explained by the distinction
between the performance of a function and the existence of a “structure”. In many cases
although an intemal audit function was being carried out for departments, this service
was not provided by a department's own IA structure. This was most prevalent at the
provincial level, where in many cases intemal audit structures were centralised in
provincial treasuries or Premiers offices. This can be seen in figure 5.4, which asked
departments to describe how their Intemal Audit functions worked in practice, where
they could select more than one option.

Table 5.4: Practice of Internal Audit function (N=65)

N %
Dept operates a fully-in-house Audit Unit (IALU

Your Dept op s a fully (1AU) 26 40.0
Your Dept sharaes the IA function with other Depts* 7 10.7
Your Dept co-sources the 1A function with the private ) 26,2
sector ° :
Your Dept fuily out-sources the |A function 1 15
Your dept makes use of a provincial shared services
centre 26 40.0

#
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ﬂ
*In some cases depariments selected both that they shared the IA function with other
departments and that they made use of a shared services centre.

The results showed that 40% of departments received internal audit services from a
centralised structure, which was exclusively limited to provinces™. I was also observed
that 10% of departments indicated that their intemal audit function was shared with other
departments. Looking only at provincial departments, it was found that 48% of these
were making use of a provincial shared services centre (centralised intemai audit).
Nearly 30% of departments also indicated that they co-sourced the internal audit
function with the private sector. This was most prevalent in the provinces, which
accounted for 68% of those departments that co-sourced the intermal audit function.

Substantive planning for the performance of the internal audit function was generally
evident, with over 90% of departments reporting the use of annual internal audit plans
and Audit Charters, and 77% stating that quarterly reports were prepared for an Audit
Commitlee on the implementation of their Plans. Other activities informing the intemal
audit function included special requests, risk agsessments, and regular meetings and
report-back sessions.

The specific fraud-related responsibilities assigned to the intemal audit function
emphasised the assessment and giving of advice on the effectiveness of the Plan and
related planning tools, such as risk assessments. This accounted for 53% of
departments. This is moreover generally consistent with the picture presented in table
5.1, where depariments were emphasising the monitoring, evaluation and reporting
function of internal audit.

Table 5.5: Specific authority/responsibilities of IA for FPP (N=52)

N %
Assessment (M&E) and advise on effectiveness of FP Plan and
related planning tools 28 | 53.8
Fraud-related investigative/detective responsibility 15 | 288
No spacific responsibilities for fraud pravention 11 21.1

It was also evident that 28% of departments ware indicating that their internal audit
services were involved in fraud-related investigative and detective work. Just over 20%
of departments stated that no specific responsibilities for fraud prevention were assigned
to their internal audit services, which in a few cases was due to FPPs not being in place.
A concem conveyed by this question was that only 75% of the sample, or 52
departments, registered a response.

VWhen asked to comment on the effectiveness of their intemal audit functions in the
prevention and management of fraud, 71% of departments rated it as effective (Figure
5.6). About a third (29%) of depanments however viewed their internal audit function as
not being effective in the prevention and management of fraud. Responses were
however only received from 55 departments, 79% of the sample.

* Shared interntal audit services is permilled under Treasury Regulations to the PEMA
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... Figure 5.6: Effectiveness of IA function in prevention and management of fraud
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Although these figures prasent a seemingly healthy picture of the internal audit function
viz. fraud prevention, it may be useful to project these views onto the reality of fraud
being experienced in the public service. Although the types of fraud experienced in
sampled departments will be covered in chapter six, it was observed from this data that
at least 40% of the 69 departments surveyed were reporting multiple areas of their
operations where fraud had been experienced, where this covered at least five out of ten
activity areas®. This indicates that departments are reporfing multiple areas of
vulnerability to fraud risk, which places pressure on functions such as internal audit to
strengthen a variety of areas where intemnal controls may be weak. As internal audit
cannot be expected to shoulder exclusive responsibility for limiting fraud risk
vulnerability, departments could be doing more to finalise the roll-out of more specialised
risk and anti-corruption structures,

Objectively assessing the efficacy of the internal audit function can also he pursued by
reviewing reports on financial misconduct cases in the public service, In ils latest report,
the PSC indicated that despite a reduction in the percentage of fraud and theft cases
reported over the last five years (figure 5.7), the sustained high prevalence of these
cases (65%) *...remains disconcerting and may be ascribed to a lack of proper control
systems.”

* Activily areas ineludcd bribey, eheque frand, subsistence and travel claim fraud, procurement fraud, flect
management, staffing, payroll, recruitment, leave fraud, wage/salary fraud, theft of stationury and other invenlaries,
thefl of assets, other. ..
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;igum 5.7: Fraud and theft cases as % of financial misconduct cases
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It should be reiterated that a perceived lack of proper control systems should not be
limited 1o the internal audit function alone, where as previously reported by this study,
departments could be doing more to fully constitute more specialised risk and anti-
corruption structures, as well as improve awareness of their fraud prevention and risk
management strategies.

When departments were asked to indicate how the effectiveness of their internal audit
functions could be improved, an overwhelming number of departments (87%) indicated
that a variety of capacity challenges had hampered the performance of internal audit.*
The coding of these responses showed that the following were being experienced in
particular:

Skills development and training

Vacant posts needing to be filled and additional posts created

Retention of personnel

Insufficient budgets

In & number of cases a need to decentralise central intemal auditing, at provincial
lavel, to more effectively service departmental needs

Interestingly, the strong appearance of the issue of capacity reflects a similar finding
made by the Office of the Accountant General in its 2006 research on intermal audit and
audit commitiees®. Although the extent of some of the data was limited, as with this
study, where data for only about 30 provincial departments was available, it was
possible to establish a more comprehensive picture of the structures and staffing for
internal audit at the national level. The findings showed that of 29 national government

¥ Public Setvice Commission. 2007. Report on Financial Miseonduct for the 2005/2006 Financial Year. Protoria:
Public Service Commission,

™ This wag based on 52 dopartments responding, or 75% of the sample.

[yt from the Office of the Accountant-Gieneral, National Treusury, was provided directly to the PSC
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departments for which data was available, 55% of the posts associated with the intemal
audit function were filled, which left a vacancy of 45%™. At the provincial level, out of 22
departments across 7 provinces, 63% of the total IA posts listed were filled, with the
remaining 27% of the posts vacant. This included instances where the 1A function was
shared amongst more than one depariment in a province.

5.5 The Audit Committee

This section looks at findings for the other most common fraud and risk-related structure
in departments: the Audit Committee. Almost all depariments (97%) indicated that they
had astablished an Audit Committee. The discrepancy between this figure and the lower
figure of 75% indicating that they had an AC structure in place is most likely explained by
the significant number of departments that share audit committees (50.8%, N=65)),
which again is permitted by Treasury Regulations®’. This study concedes that the way in
which separate questions were posed, one asking if Audit Committees were amongst
the structures put in place by departments in response to fraud prevention, the other
concerning whether departments had established Audit Committees, may have confused
departments about whether they needed to cite the existence of Audit Committees
servicing only their individual departments, or Committees that they shared with other
departments. Having said this, the significant finding was that nearly all departments
(97%) were being serviced by an Audit Committee.

It was found that nearly 70% of departments rated the services provided by their Audit
Commitiees as effective or very effective, with the remaining 30% stating that these
structures were not effective®. These roughly mirrored results for the same question
posed about the effectiveness of internal audit. As with that question however,
departmental confidence in the work of audit committees should be set against data
elsewhere showing departmants experiencing multiple areas of fraud vulnerability as
well as the sustained prevalence of fraud and theft.

Table 5.8: How can effectiveness of AC be improved (N=45)

Greater interaction with and monitoring of fraud prevention planning
activities in depariment 16 35

[ General structural and funclional issues: more regular meetings,
attendance problems, retention and suitability of members, greater
resource commitment - 15 | 33.3

When depariments were asked how the effectiveness of their Audit Committees could
be improved, a very low response rate was recorded, where only 45 departments or
65% of the sample made inputs. With this in mind, a broad armray of responses were

0 yis was culeulated on the difference between number of “posts™ listed and number of posts “filled"

1 Of the percentage of departments indicating that they shared their sudit committees with other departiments. all bul
one were at the provincial level

% 13as0d on 56 depariments responding. of 81% ol the sample
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given, where 35% of responding deparments indicated that their Audit Committees
could be more regularly interacting with depariments on fraud prevention planning
activities. It was also observed that a third of departments were remarking on more
general issues impacting on the functioning of their Audit Committees. This included
more regular meetings, problems with altendance, retention and suitability of members,
and greater resources committed to the structure.

5.6 Mechanisms to report and manage fraud prevention

The final section of this chapter deals with procedures put in place by departments to
assist the process of fraud prevention planning, The first procedure concermned the
reporting of fraud within departments, where departments were asked to indicate what
mechanisms or instruments they had in place for this purpose, where they could select
more than one option. The largest share of departments indicated that they directed their
employees to a national hotline (Figure 5.9). This was followed by 78% of departments
enabling the reporting of suspected fraud to seniors. Sealad suggestion boxes were
available in about 28% of departments, with some departments making use of their
own/in-house hotline.

Figure 5.9 Mechanisms to enable employees to report fraud (N=65)
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The national hotline in question refers to the National Anti-Corruption Hotline (NACH),
managed by the PSC. Contrasting the sesmingly high vigibility of the NACH amongst
sampled departments, with a recent report on the effectiveness of the NACH, exhibits
encouraging signs, where the PSC indicated that the Hotline was a relatively new
initiative and due to limitations in its capacity to manage the service, it had not yet been
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able to commence with a ‘wide-spread” marketing campaign™. In the same report
however, the PSC also argued that as it did not have the capacity to investigate cases
reported through the Hotline, it was incumbent on individual departments to put in place
the capacity to investigate corruption. Having observed this, a high proportion of
depariments were, in addition to publicising the NACH, also enabling their employees to
report fraud in-house, to seniors (78.5%). The relatively small percentage of
departmants citing a whistle-blowing policy, as 2 mechanism to protect employees who
report on fraud, doss however raise concern about the effectiveness of in-house
reporting.

Another procedural aspect of fraud prevention which the survey looked at involved
conflict of interest, where departments wera asked if they implemented a “conflict of
interast” policy. Procedures governing conflict of interest speaks directly to minimising
the risks associated with the conduct of its day-to-day activities. The findings showed
that 35% of departments reported that they had a policy goveming conflict of interest in
place (figure 5.11), whilst 65% reported no such policy in place.

Figure 5.11: Conflict of interest policy in departments (N=635)
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When depariments that did not have a confiict of interest policy in place were asked to
describe how they managed conflict of interest, 44% said that this was managed by way
of a declaration of financial interests, with 31% indicating that this was dealt with via a
declaration of financial and procurement related interests.

9 public Servive Commission. 2007, Measuring the Effsctiveness ol the Naticna! Anti-Corruption Hothine (NACH).
Pretoria: Public Service Commission. Ses Executive Summary.
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Table 5.12; How does department manage conflict of interest? (N=45)

N %
Declaration of financial interests (i.e. usually pertaining to senior
managers) 20 44.4
| Declaration of financial and procurement-related interests 14 31.1
Guided by relevant legistation (i.e. PFMA, Public Service Act) 7 15.5

Declarations were therefore the most frequent instrument used by depariments to
manage conflict of interest, in the absence of overarching policies on the issue. A
smaller proportion of departments (nearly 16%) indicated that they were guided on the
matter by relevant legislation such as the PFMA and the Public Service Act, without
pointing out what specific provisions they were refering to.

On the issue of conflict interest, it is worth mentioning that a recent report published by
the PSC recommended that the South African public service needed to move towards a
more “structured” approach to the management of conflicts of interest. in this regard, it
specifically mooted the establishment of a “stand alone’ conflict of interest policy,
meaning the creation of a policy separate from but comflementary to the public service
Code of Conduct and Financial Disclosures Framework 4 The findings from this survey
on fraud prevention would tend to empirically support the P&C's analysis on this point, in
distinguishing the lack of conflict of interest policies with for example the practice of
declaring interests.

5.7 Conclusion

The findings on departmental fraud prevention structures and procedures observed that
a majority of departments in the sample reported the establishment of specialist fraud
prevention and risk management structures, in addition to intemal control mechanisms
such as intemal audit and audit committees. The formal allocation of management
responsibilities for fraud prevention was also generally favourable amongst departments.

It was also evident however that management accountability and implementation
practice for fraud prevention could be improved by more successfully de-concentrating
and more clearly delineating roles and task designations for fraud prevention amongst
departmantal staff, especially managers. This is of heightened importance given the
capacity problems being reported by depariments in fully constituting specialist fraud
prevention and risk management functions, as well as in their internal audit practice™.

4 public Service Commission, 2006. Report on Managing Conflicts of Interest in the Public Serviee. Pretoria: PSC.
Page 28, 35,

# Conlinuing capacity challenges in internal audit recalls similar concems exprossed by Chang and Van der Schyf in
their 1998 analysis of public service internal auditing, where the researchers acknowlodged that the role of the internal
auditor wus broadening from traditional inspection to mere active involvement in improving operational and
managerial performancs. Sco Chang, 5.Y., Van der Schyf, D, 1998. Critical issues of internal audit development in the
South Alrican public sector. Acconntancy and Finance Update Volume 3, Mo. 5: 26, Page 2.
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w
Secondly, departmental procedures related to fraud prevention, such as reporting,
protection, and conflict of interest, demonstrated a need to consolidate current activities
into more robust conflict of interest and protection (i.e. whistle-blowing) regimes, or
policies, so as to maximise the impact on fraud prevention.

#
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Chapter 6: Fraud profile and awareness activities
6.1 Introduction

Chapter six will present findings on the type of fraud that departments have experienced,
as well as the activities they have engaged in to raise awareness amongst and educate
their employess about the issue of fraud and fraud prevention. Whereas chapter one
showed that definitions of fraud were emphasising the acting out of a particular
behaviour, where the intent was to misrepresent or engage in deceitful and dishonest
conduct for the purpose of personal benefit, it was necessary for this chapter to try to
understand and assess what departments were doing to sensitise, inform, educate and
generally promote awareness of fraud prevention amongst their employees.

6.2 Types of fraud experienced by departments

This study wanted to establish how seriously fraud was affecting departments. In this
regard, departments were asked to indicate from amongst a list of activities associated
with their operations, those where they had experienced fraud. The findings are shown
in table 6.1 below. Only a small percentage of departments (7.8%) stated that this
question did not apply to their situation, indicating that they either had not or could not
state for certain that they had experienced fraud in any of the areas listed. It should also
be noted that departments were given the option to list "other” activities where they had
experienced fraud, s0 as not to limit responses to pre-selected options.

Table 6.1: Activity areas where departments have experienced fraud (N=64)

N %
Not applicable 8 7.8
Bribes 30 46.8
Cheque Fraud 15 23.4
- | Subsistence and Travel Claim Fraud 29 45.3
Procurement fraud 46 71.8
‘| Fleet management 35, - 54,6
Staffing- payroll, recruitment 23 35.9
Leave fraud: 25 39.1
Wage\ salary fraud 16 25.0
Theft of stationary and other ‘
inventories 29 45.3
Theft of assets 43 67.2
Other 17 26.5

The findings showed that nearly three-quariers of departments were reporting that they
had experienced procurement-related fraud (71 8%), followed closely by over two-thirds
of departments indicating that they had experienced asset theft (67.2%)*. Such a high

 Thell of assets is nat by definition subsumed under “fraud™, ua it has been dofined separately from fraud as the
“unlawful taking with the intent to steal of a thing capable of being stolen”. Fraud and thefi have however been
reported on and analysed together, under Lhe vutegory “fruud and theft”, in PSC reports on financial misconduct.

M
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‘rate of procurement-related fraud would tend to reinforce a need, observed in chapter
five, to strengthen conflict of interest regimes in departments, Furthermore, in its latest
report on financial misconduct in the public service (2005/20086), the PSC recorded that
the largest number of cases were seen at the level of production employees (below
middle-management), which includes salary levels 1-8. It added that the highest number
of financial misconduct cases involved employees at salary levels § and 7, where
employees at these levels were often entrusted with duties that entailed the handling of
monies and the “procurement of goods™ . It may also be noteworthy that employees
below senior and middle management did not feature prominently when depariments
.were asked which levels of employees were involved in the development of their FPPs
. and risk assessment process. ' ‘

Although other activity areas where departments had experienced fraud were lower in
percentage terms than procurement and asset theft, there remained a remarkably high
plurality {(at least 1/3") of departments reporting fraud experienced across a range of
areas, including ' ' o

Fleet management (94.7%)

Bribes (46.9%)

Subsistence and travel ¢laim fraud (45.3%)
Leave fraud (39.1%)

Staffing-payroll, recruitment (35.9%)

The observation that departments are reporting having experienced multiple types of
fraud and theft accentuates the strengthening of efforts that can reduce the extent of
their fraud risk vulnerabilities.

6.3 Fraud awareness and education

In order 1o assess the level of awareness of fraud and fraud prevention in departments,
departments were asked to indicate what they were doing to improve understanding
amongst their employees of the issue of fraud and fraud prevention. Departments were
asked to select from amongst a list of activities designed 10 communicate and promote
awareness of fraud prevention, those which they had instituted. The question also
contained a number of open spaces for departments to mention “other’ non-listed
activities that they had engaged in to promote fraud awareness. The results are shown
in table 6.2 below.

Moreover, although it may be defined separutely from fraud, theft, as with fraud, exposes areas of business risk which,
as a process, is shared with fraud prevention.

T Public Service Commission, 2007. Report on Finuncial Misconduet for the 2005/2006 Finangial Year. Pretoria:
Public Serviee Commission, Page 24,
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Table 6.2: Promation of fraud awareness amongst employces (N=56)

N Yo

Fraud risk areas communicated 1o staff 33 58.9
Fraud Prevention Plan disseminated to staff

35 62.5

Risk Management Strategy disseminated 1o staff 27 482

Fraud prevention & awareness has been included 29 518

in promotional aids. i.e. posters & flyers

Fraud prevention & awareness included in intra-
departmental communication, i.e. newsletters, 31 55.4
circularsg, intranet

Dept informs staff of the outcomes of investigations
& disciplinary actions

13 232

It is important to note that only around 81% (N=56) of the sample responded to this
question, which could either indicate departments not having engaged in awareness-
building activities or those that could not racall if they had. Secondly, while measures to
inform employees about fraud prevention, such as disseminating FPPs, risk
management strategies and fraud risk areas have taken place in a majority of
departments responding, these key planning tools in the day to day detection and
management of fraud clearly need to be distributed in a great deal more depariments.

In addition to the dissemination of fraud prevention and risk management information,
departments also displayed generally unsatisfactory attempts to promote awareness of
fraud and fraud prevention through other forms of communication, such as promotional
aids (posters, flyers): 51%, and intra-departmental correspondence such as nawsletters
as well as intranet postings (35%).

A further question enquired inlo other steps being taken by depariments to educate
employees ahout fraud, mostly through training and other active participation methods,
Table 6.3 shows the results of a question which asked departments to indicate if they
had carried out training using a variety of fraud and corruption-related instruments.

Table 6.3: Fraud prevention education activities by level of employee

= 49 25 28 25 39
Workshop-fraud——E£thics Fraiming— Trairmgon-Sods
Prevention training Induction | on PDA* | of Conduct

Snr. Mgt 89.8 9é 67.9 68 82.1
Sup/Middie

| mat 91.8 a8 85.7 88 92.3

Prof/spec 46.9 60 67.9 52 69.2

Production 51 56 714 56 74.4

Support
iersnnnel 571 76 78.6 &4 84.6
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*Protected Disclosures Act

The data firstly reflected considerable concern given the very low levels (i.e. “N7),
indicating departmental responses, where no more than 71% of departments (49/69)
responded to each of the categories given.

At the level of employees targeted, it was found that supervisors and middle managers
were generally benefiting from fraud-related education across the various categories,
followed by senior managers. What was of more concem however was the general lack
of attention being directed at employees below middle-management, who, did not
feature as prominently amongst the recipients of fraud-related education, although
figures for support personnel were more mixed. This is of concem given the previous
saction’s reference to the relatively high level of financial misconduct cases involving
employees in the production category, and given the lower lavels of involvement of
employses below senior and middle management in risk assessmeant processes and the
development of FPPs.

A further question posed to departments concerned how they could enhance the
effectiveness of their fraud prevention communication and awareness activities (table
6.4). This question allowed departments to communicate their thoughts openly. This
question was generally responded to well, covering 62 departments and eliciting 101
distinct responses. Having observed this, the data largely confirmed that deparments
could be doing more to promote awareness of fraud by engaging more intensively and
reqularly in a variety of activities and instruments for this purpose. The more creative of
these, aside from workshops and circulars/newsletters, included:

» Greater publicising of sanctions applied in fraud cases

« Recorded messags to clients who telephone departments, informing them of how
they can report suspected fraud

« Publicising deparimental fraud prevention strategies in the media

« Greater use of information technology, i.e. intranet, screensavers, to promote
awareness of fraud prevention

+ Stickers on tender documents relating to fraud prevention

6.4 Conclusion

The findings on departmental fraud profiles and the activities being carded out to
promote awareness and improve understanding of the issue of fraud and fraud
prevention, has firstly shown that departments appear to be sustaining fraud in multiple
activity areas. This simultaneousiy reveals multiple areas of risk exposure, which
heightens the significance of findings elsewhere in this study on preparedness,
structures and procedures, which exposed areas where fraud prevention and risk
management could be improved. Research elsewhere by the PSC is showing that cases
of fraud and theft, as a percentage of reported cases of financial misconduct, remain
relatively high.

Finally, it was also found and acknowiedged by departmants themselves, although not

enough of these considering reduced sample responses, that they could be doing a
great deal more, in terms of variety, to promote and communicate awareness, and

M
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M
improve understanding of the issue of fraud and fraud prevention, This was particularly
. evident amongst employees below senior and middle-management, given findings
_elsewhere showing that these employees were less involved in fraud prevention
planning and risk assessment, as well as the high proportion of financial misconduct
cases linked to employees amongst this group.
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PART THREE: CONCLUSION
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Chapter 7: Conclusion and recommendations

This study represents the most extensive attempt yet {0 assess the state of Fraud
Prevention Plan implementation in the public service. It builds on previous but more
limited research carried out by the PSC and other public bodies on fraud prevention and
risk management. This study's most encouraging finding has been the considerable
improvement in the development of FPPs since their 2001 inception. Departments are
also displaying positive efforts to establish specialist anti-corruption and risk
management structures to support the work of internal audit and audit committee
functions, and formally assign responsibilities for fraud prevention amongst a range of
officials.

Having recognised these improvements, sustained high levels of fraud and theft being
experienced in departments, along with multiple areas of fraud vulnerability, heightens
the urgency for departments to attend to challenges that were otherwise evident in their
implementation of fraud prevention planning. These challenges could generally be
summarised according 1o the following four themes, which also encompass specific
recommendations:

1. Departments should improve the review of FPPs (i.e. regularity, assessment and
measurement) to maximise the effect of more frequent risk assessment
exercises being carried out in departments:

a. As part of a more robust review process, departments should also put
more effort info involving employees below senior and middle
management levels,

2. Departmenis should expedite measures o operationalise and capacitate
specialist fraud prevention and risk management functions.

a In the interim, but also as a general recommendation, responsibility for
fraud prevention and risk management should be more clearly allocated
and diffused more widely amongst line function managers.

3. Depariments shoutd extend and strengthen internal control procedures, such as
conflict of interest regimes, around sustained high fraud risk areas and
categories of employees, i.e. production level-procurement.

4. Departments should investigate the most effective means of building awareness
and educating employees about fraud and fraud prevention. The dala showed
{hat departments could be doing considerably better here. Furthermore, in the
absence of such an investigation, data showing that departments were citing a
need to utiise a variety of awareness and educational instruments risks the
impact of blindly implementing these being spread too thinly.
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